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1954, as amended, Espionage Act, or 
other Federal statutes related to Re-
stricted Data. Additionally, the per-
mittee shall report any infractions, 
losses, compromises, or possible com-
promise of Restricted Data. 

§ 1016.43 Inspections. 
The DOE shall make such inspections 

and surveys of the premises, activities, 
records, and procedures of any person 
subject to the regulations in this part 
as DOE deems necessary to effectuate 
the purposes of the Act, Executive 
Order 12958, as amended, and DOE or-
ders and procedures. 

[48 FR 36432, Aug. 10, 1983, as amended at 71 
FR 68735, Nov. 28, 2006] 

§ 1016.44 Violations. 
An injunction or other court order 

may be obtained prohibiting any viola-
tion of any provision of the Act or any 
regulation or order issued thereunder. 
Any person who willfully violates, at-
tempts to violate, or conspires to vio-
late any provision of the Act or any 
regulation or order issued thereunder, 
including the provisions of this part, 
may be guilty of a crime and upon con-
viction may be punished by fine or im-
prisonment, or both, as provided by 
law. 

PART 1017—IDENTIFICATION AND 
PROTECTION OF UNCLASSIFIED 
CONTROLLED NUCLEAR INFOR-
MATION 

Subpart A—General Overview 

Sec. 
1017.1 Purpose and scope. 
1017.2 Applicability. 
1017.3 Policy. 
1017.4 Definitions. 
1017.5 Requesting a deviation. 

Subpart B—Initially Determining What Infor-
mation Is Unclassified Controlled Nu-
clear Information 

1017.6 Authority. 
1017.7 Criteria. 
1017.8 Subject areas eligible to be Unclassi-

fied Controlled Nuclear Information. 
1017.9 Nuclear material determinations. 
1017.10 Adverse effect test. 
1017.11 Information exempt from being Un-

classified Controlled Nuclear Informa-
tion. 

1017.12 Prohibitions on identifying Unclassi-
fied Controlled Nuclear Information. 

1017.13 Report concerning determinations. 

Subpart C—Review of a Document or Ma-
terial for Unclassified Controlled Nu-
clear Information 

1017.14 Designated officials. 
1017.15 Review process. 
1017.16 Unclassified Controlled Nuclear In-

formation markings on documents or 
material. 

1017.17 Determining that a document or ma-
terial no longer contains or does not con-
tain Unclassified Controlled Nuclear In-
formation. 

1017.18 Joint documents or material. 

Subpart D—Access to Unclassified 
Controlled Nuclear Information 

1017.19 Access limitations. 
1017.20 Routine access. 
1017.21 Limited access. 

Subpart E—Physical Protection 
Requirements 

1017.22 Notification of protection require-
ments. 

1017.23 Protection in use. 
1017.24 Storage. 
1017.25 Reproduction. 
1017.26 Destruction. 
1017.27 Transmission. 
1017.28 Processing on Automated Informa-

tion Systems (AIS). 

Subpart F—Violations 

1017.29 Civil penalty. 
1017.30 Criminal penalty. 

AUTHORITY: 42 U.S.C. 7101 et seq.; 50 U.S.C. 
2401 et seq.; 42 U.S.C. 2168; 28 U.S.C. 2461. 

SOURCE: 73 FR 32641, June 10, 2008, unless 
otherwise noted. 

Subpart A—General Overview 

§ 1017.1 Purpose and scope. 
(a) This part implements section 148 

of the Atomic Energy Act (42 U.S.C. 
2168) which prohibits the unauthorized 
dissemination of certain unclassified 
Government information. This infor-
mation identified by the term ‘‘Un-
classified Controlled Nuclear Informa-
tion’’ (UCNI) consists of certain design 
and security information concerning 
nuclear facilities, nuclear materials, 
and nuclear weapons. 

(b) This part: 
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(1) Provides for the review of infor-
mation prior to its designation as 
UCNI; 

(2) Describes how information is de-
termined to be UCNI; 

(3) Establishes minimum physical 
protection standards for documents 
and material containing UCNI; 

(4) Specifies who may have access to 
UCNI; and, 

(5) Establishes a procedure for the 
imposition of penalties on persons who 
violate section 148 of the Atomic En-
ergy Act or any regulation or order of 
the Secretary issued under section 148 
of the Atomic Energy Act, including 
this part. 

(c) This part does not apply to infor-
mation controlled under 10 U.S.C. 128 
by the Department of Defense. 

§ 1017.2 Applicability. 

This part applies to any person who 
is or was authorized access to UCNI, re-
quires authorized access to UCNI, or 
attempts to gain or gains unauthorized 
access to UCNI. 

§ 1017.3 Policy. 

The Department of Energy (DOE) 
strives to make information publicly 
available to the fullest extent possible. 
Therefore, this part must be inter-
preted and implemented to apply the 
minimum restrictions needed to pro-
tect the health and safety of the public 
or the common defense and security 
consistent with the requirement in sec-
tion 148 of the Atomic Energy Act to 
prohibit the unauthorized dissemina-
tion of UCNI. 

§ 1017.4 Definitions. 

As used in this part: 
Atomic Energy Act means the Atomic 

Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq.). 

Atomic energy defense programs means 
Government activities, equipment, and 
facilities that are capable of: 

(1) Developing, producing, testing, 
sampling, maintaining, repairing, 
modifying, assembling or disassem-
bling, using, transporting, or retiring 
nuclear weapons or components of nu-
clear weapons; or 

(2) Producing, using, or transporting 
nuclear material that could be used in 

nuclear weapons or military-related 
utilization facilities. 

Authorized Individual means a person 
who has routine access to UCNI under 
§ 1017.20. 

Component means any operational, 
experimental, or research-related part, 
subsection, design, or material used in 
the manufacture or utilization of a nu-
clear weapon, nuclear explosive device, 
or nuclear weapon test assembly. 

Denying Official means a DOE official 
designated under 10 CFR 1004.2(b) who 
is authorized to deny a request for un-
classified information that is exempt 
from release when requested under the 
Freedom of Information Act (FOIA). 

Director means the DOE Official, or 
his or her designee, to whom the Sec-
retary has assigned responsibility for 
enforcement of this part. 

Document means the physical me-
dium on or in which information is re-
corded, regardless of its physical form 
or characteristics. 

DOE means the United States De-
partment of Energy, including the Na-
tional Nuclear Security Administra-
tion (NNSA). 

Essential technology-related informa-
tion means technical information 
whose unauthorized dissemination 
could significantly increase the likeli-
hood of the illegal production of a nu-
clear weapon. 

Exploitable security-related information 
means information whose unauthorized 
dissemination could significantly in-
crease the likelihood of the theft, di-
version, or sabotage of nuclear mate-
rial, equipment, or facilities. 

Government means the Executive 
Branch of the United States Govern-
ment. 

Government information means any 
fact or concept, regardless of its phys-
ical form or characteristics, that is 
owned by, produced by or for, or other-
wise controlled by the United States 
Government, including such facts or 
concepts that are provided by the Gov-
ernment to any person, including per-
sons who are not employees of the Gov-
ernment. 

Guidance means detailed written in-
structions that describe decisions made 
by the Secretary or his/her designee 
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